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(54) METHOD AND DEVICE FOR REMOTE IDENTITY VERIFICATION USING PERSONAL 
DISCRIMINATION DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To realize a device, which automatically 
verifies the identity of a person which tries to access a protection 
object property placed in a remote place, and a method for using this 
device. 

SOLUTION: A portable device 14' is used in a alarm system of a 
remote computer file or building and includes a sensor 16 which reads 
data like fingerprint and a collation part which compares detected data 
with a previously stored reference picture to discriminate it. In the case 
of coincidence, the device starts exchange of signals through a door 
10 protecting the property and a communication network and 
generates a numerical value like a cyclic redundant code from the 
stored reference picture and enciphers this numerical value and 
transmits it to the door as confirmation of the identity of the person. In 
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order to improve the safety, the person registers this numerical value for each door which he or she wants 
to access. When receiving confirmation of the identity from the device, the door compares the received 
numerical value with the numerical value stored by registration before permitting the access to the 
protection object property. 
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m- 9 1 -get & jwskiov \x m. ztf a •/ r 
Tf-txzmm-fh nrte. jifi*'yhy-:?£iit:T 

mil Y Tfcfe V roi&x— f *>l§|-tt£ SII2 Lfc*&, 
L&xf>v7k. £-£trifrffi. 

im&i 3] 2iei^#£-e$)-?T. g 

[ft *JJt 1 4 3 m$g 1 2 E*<0#»fc*$v . fflB 

^zmmix^^K 

mmm>v Yv-tz&ixmiim^immmiY 

(SU mi3-- J f<7)®-mm%-f2>xf>v7t. 

im& 1 5 ] it&g 1 4 B«tf>#iefct$ wc s HufB 
%£lzmt&XTv7i)K 3St, 

mi y 7$m- zmmAmm%£mmi-hZT 7 

mmm*-vm. mmmxmm^znLx'm 
miY7%B7v*xcr>~ffltix , mimxmmft 

mm^tx'r >y 7fiK mi y r^m^-a «t t/tuia 
[m$3 1 6 3 mm 1 5 K«<o*tfcfc*$ wc , mi 

Y7t>K 

miMAmm%i<?)&m*-}5£vmi Yrmm*- 



<DXTv7Zmfi?l, a*. 
Cif^l7] ^fcfiKItiflsatffca^ira-* 

fcttt* 7 ? -fe X £ a- 1W#I> fcfttf>#ftr* i X , 

frfE^L^msr. mm%mzj-ih®iifiLxfoz.m 
mm&7-?titm-z>XTv7t. 
imizm^xufeLtzWrs. mua&frb. mz&mt 

n-wm<Mttmiiz. mimtt^yv^-fizn 

c if 1 8 ] mm 1 7 lem^^fcfc , ike 
m-mmzzmmtz wmxt >y 7>\ 
mMm&iz&^xmim-mmzzs&itf&XT >y r 
t> 
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^-rSXx-yTi;. 
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mizMffi^tzMtxT-vrtf, mwz, miuwM 

ffiY7m*-zmx. mim-wm%z^tL. 

-^Kfe»t4Ja«r<^)«li*fc:«IBA— f fc J: oT-^i h 

titz&mm%vm*-zm^xMm?i\<\ x^x-mi 

3yv*-?t,zte^xmLlttmv$^*-*Rl^xm 

[0001 ] 

A«0H-tt (identity) * &mj£.98B.-t & is 

XTMzm-th{>cr>x'hh. 
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(safe depositbox)?:-tt;l««ii 

wd ft, iti\i®ffv>&mm&33m (atm : a 

utomatic teller machine) t 

? ■ t-Yt,z£^xmtoi-&m : m%mi,zM^xitht> 
ii-mhh. im<n^. mftnmv) r^-j nxo* 

4fcfcL P*fcfflAMK!HH- (PIN) £A;bL&f-«i 
[0003] WSfcJ:->T, ifctt*<Dffi<ora4>a»tf># 
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4. «Ste«k4R-tt*)*fflEfcL *S«te. 

H. flAMM? (P I N) s 4fcHrefc*ifc**>A£ 

mmnmmrfi**. ■ ?-vk ixm^hmsm 

tt*l*Lt3-fr4 4. mmHI^'yr±^jg(c: 

$<mm*wm-?h *x-?-v ■ <o«efflfc« 

Cfi&tf^ifcfci, EMfcfr-K*» 

4. 

[00 04] 

tzm^zm-h<mmK mz. hhm^mm^x^ 
£<#£Lt^4. iw:ii ioftftfct as#a»6 

or?****** 5 fc-t4-*4A*>R-tt£«B&fc«ffi 
U ^ScOX^f -v^^ • K(scannable 
card) ^flWf^SsfifStt^. 3yt'^--/ 3 y, 

[0005] 



— !f #flH8 £R*ifJ Us 9 fc 4 v "J -f 4 tz 

Mz7?*Xl£dt-f&. 5a*rfcfflatt4 3>ta- 
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[0006] lt-^w^^ fe trra^4 1 , 
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x^i. fflAftguBsstt. umm^mzttixr? 

±ALXik+&A*mm-h!kfflli&m (b i om 
e t r i c ) T-*£ffcWR4-fe &mm% 

uzn LX79±xth¥m*&tiXi:mfttim&. 
£m%.¥m-?kimt. c\tit>tf-wttz>^fr 
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SI 1 *>*-f >y f - . *SiI*SflWWlH&- H fcJt< J: d 
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wgLfc%&, Kr#«awta5f#f!jts«-4Bfa«)T 

^-(rX^i.4. 

[0008] Ht» KTfc i-5TH* 
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mznLxr^^xLiiok-th^-^mmh^m 
ir—9 *w.m.h±v*rk , fi«*aw)isuci— f 

ffi^-t4^^Ut. «ttSivO*4ai*B«S\ T^-fe 
^ Li o fc-T4 a— ?<D*yVfrb%hKtzmm&k 
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smmmt* m-&mzt:VTiz%£mmi. h 
7#. HHBIB^«»*fc:, mzmmmzm* 
TV-txkS-LhiiliZth&kfklsts. 5gfc£ttW 
fctt. BHH8B£££fcei*f 4#®fcL 
v*4S*J^flto»6Rffi£$fe4-f**Ri:s M^Bt 
Wfl-Wkn^.y?^ i-ifWM 
T-*fc£fcK7fci*4S3HI«fc**tf. 2HI3*ifcS 

[0010] m&<Og»fc*jlvc«£l,fcJ: o£{IAI! 

ao»»TUs fg&^ft-o^s 

, iKBrttwwii^-t 

[ooii] ffljizimt&uwttmzyvA-fiztt 
m-hti^Mz^xm%^oXTyrt. 

BU:*£, i8l»MR3yeji-^fci*LTJ5raw7^ 

[0012] ttmn-gmmxii. ^zmmti 
rt, m^immvrizmm&^vTt. ^-if 

*fc*ff 47?-fe.**4;l*.x?--y7 , fc £*tr. 
[0013] JEfcftttWfcU;, 3f£C€itf y7 
Ji. 3Efc, F7fc«vvt N K74MWHMf-fcJ:tf K7 
«S*B»df-<09^A»*«4^^f- v ri:. H7 



zmx. mmzzsmmt^mtxy-^-r^ts^ 

ttK7fc*JV^HtTS*i.4. 
[0014] jRrfcfflatfiffHWSR 

mt urajet * c t t wc* o . -r 

«BW»4»««W«3 V f fcilfl* >y h 7-7 £® 

fUSfc. «SW«3ytjL-^fc:*rtTB*$*Lfe7^ 
*x*H-}Lhx^vTk*&ts. ®IWfctt, BHS* 
f3£i*fTf S^-r -y T*\ v^T H-fBE8*« 

x T-vrk, &mttg< 3 ^ t a - v x m 

o. 

[0015] J2Ub<0K^*»6, *fMWi, 
£fr7?-fe**-5-;l4fc^3jftlC;BVvC, JRffi^Ji^ 

mimmzft-mmz* v*- ; Mzm%.L. Mzm® 

[00 16] 

iff AfcBW-*fc^"C*4. ft*, ^g^^m 
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[0017] jfuf * mffim&MzT?*. 

»S4«l*Willg*fc*4fL*. *fJfc*4«eiU:JtR 
[ 0 0 1 8 3 01 AU\ fiUKWffllf**^ r HT j £ 

HT^MSf 1 Otit. FT1 OfcA^dfc-f 

x-%.hh\ ^mwwm (Eli b ) o)i®mMh <r t 

fcSiai5kiit*. *?^;«ra&iiMs 
im^mmmT^mtm^ >*r i e x-h h . 

[0 0 1 93 *KS1 4' 14. IP'y hv-? 1 7tJ 

ii/HT i o#is^ffiitsa^>f y^-^x-x 1 8 

ii, laicOBii. u 

MzLxymMV*r\ 6*7v7Y v7 ■ ay*;*-? 

t\ 10' T^ifcfc-f*. 3 ye a-? 

10' rt^flHBfcr^-k^Lfcv^-, a— 
16£?y.rWT- 3^t*-^.19tC»«U ilft 
*>y 1-7-? 1 7feitrjlfi>f y^-7x-Xl 8$roi 

IX 3 i o ■ tc*rt*««*ffv\ &^T-tr 

[00 203 W-feyf 1 6±tCttS«* . X-f -y 

f-^fws-frftt. i-ir<o«tt3&«*aE*it, «s§i4 

l>. «*H4*fcl414' i±. IwmotzMz. Utt 
Bteff (HlAfei^lBfcttBRHi-f ) Jttt 

wis*, -sa^fifc*^ WS14/14' imm 

^7t-yJF71 04fcJi3yta-^l 0' KSMft 
HT1 OttWv^Ta— f 1 2\,zkhT?*iXim 



[002 1 3 HTlOifclisyea-^l 0' fcilte 
*i4«B* v*-Stott»4#*fcSirc&4. M#C£ 
W*«fr7:r-^yH*>WS: r OKj *fc»4 rgg 
Stj fflWCtt, r? n -y (cloning)j ro-fe 

xiz&^x%% \zmkmt ^ fi , mr*s?>77*Aim 
mnm&iz'fthixxLtofrhX'hh. wmwt* m 

ti^mWkZmmrhtzw-ft.memMiz^x, 

[0022 3 H2I4. «»14<0±»liJSfBfli**t, 

-?-04 , «ifi^-fey-9-l 6. TDtyf' ^^a-;U2 
0. h7Vy-A' (&£HtS) 2 2tii.XfX'/ c rVWR 

2 4***iil4. Hr^TORl 4' o ^rffi^ISS 

}H2 4 ^BSRw^f'J k-fr-ffcLf t i v^i t (±a 
T**u*VYtffvctJ:<. ^a^-ty-t. ^^-fey-9- 

■ >f^-^* (Bft) ffiaMrffiSWfcftfc: 
<. -ftfcO^-try-fl 6*W-TI.«(i. JgR^iJj: 

[0023] 7n-b7f ■ : £ya-/l/2 0it 7°n-fe-y 
■9-2 6£#&. iftli, «itr. RI SC («/h#4N: 
•y h • 3yti-^) 7D^7t, *^WM^Hifi 
JBBfcltJJti^lfiHS^B (correlator)28 

3 o , mwtmwmMm& 3 2 . hi^^d 5; y ? 3 4 

fcit^m (7"5>f<-h) Bf^df-fflieifgP3 6S:# 
Oik*^**. «»14ti. a— f--fy^- 
7x-X3 81j^. a— f 1 2{idtlS:iitTS^W 

^-HWftft^jBIH-i. i-if • >f y^- 

7i-X3 8tt J&R-bXlM 6tafi»i^"CfcJ:VU 
o^ilM^sff ^ y fc . Sil^- H fctJ It* iMe£jgiirf 

6*>±SKr«MBi. -fey-^l 6^^-fS^®ffiS:mi 
(cropping) , B^03yh5Xh^p N M 
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£Ti 31 * « & 7 7 £ i o tct I. i i: j&WC 

4 4^itT!eiisi53 2»t>»tz&m9ibitMtr&. 

BfcfcfevvCH »Hl4<Z)ffl£te«koT 
ti, #H*HWS5 , 0 6 7, 1 6 2^zm*Ztitzim 
2\ 0>Rli\ !H^»2 8(aH»jitri:J:v\ *?4L< 
tt, fttt!!fte»2 8U;. f&BJ§#7^- xvr. xrtyz* 

cofll (Bruce W. Evans et al.) 
fcJ:S r$Rftft!K&§tXj (Fingerprint 
Feature C o r r e 1 a t o r ) bM~t hffi 

mm<pmvf&m<?)%i9ikizmb^\ t^ma. 

WWtlS^ISiRfcLT. SB£»2 8tt, «4 6±fcHR 
fcffcffc* & £ 1 . iiTJ&«C RC«4«3 0 * 
iSttfct*. H4 8±tcSrf J: o fc^HR«*6*«4U 

7*^3 y) ttT. «4 8±<*>*HMl-**fflvvc, 
—f- 4 y^-7x-X3 8±co^f yr-f^-^Sr^ift 

[ 0 0 2 4 ] |£4 6_t*>-Rfi*teJ: o T , i&Eftiftft 

^ ( c rc ) ^tgp3 o *#is$tf *> t . mmm?- 
commmntzMz. whzixx^hmmcm 

*-*WfcM8 W & . 2 o<oft«fl«#E t C R c £± 
j£-f £ i t tt. #ttfcTOtttfcMSv ^» s 

[0025] CRC gftli^tS 1 4 fc»i«*l$;h.1\ « 

JifcJBSrc K75fi« 1 5 teams*.* . 
K7 1 0 fcttfcT T9*zXt ifcftfcflKS 1 4 §H$ffl-r 
SflTfc. a-1f 1 2W*fcHcF7fc r ISij L&ttftfcf 

tw>^#^4i-ifoc rc tra^tftTifs^-r^T- 

oHr*?**. K710j&^l»Wfc*«-47 

(i^^Hl 4 &3tttinfc:&fc&»* 
CRCfcHTgflMIl 5t=aflW4. »»=E-KTtt, 

mrn-tx* 3-~f<?)CRczmm-h. msrvtzn 



k r i o iztmz tihKx-h hz\b *&immzw. 
[0026] WTtwi&mzmtitf. i-r^s 

BU&ttz h'71 OlzmzTt-txt&tzMzm&l 4 

asflBttfcttJW&cRcfcaMs-*-*. -fit, hti 

[ 0 0 2 7 ] H4fi, fflAiJSWl 4 fc K7 1 0 

**fc*stt*J:3$r. *ntel?M3!L<n r H7j 10. 2 
2ow*5r&»!B*«*SiiTV^4. #H71 Ofi 
7i?^-aX-^5 0?:*L, H7WBSft<0J:d*s M4> 
3&^l5ra<0lliff*ffa. 4fc, *f« 714^-^-^5 
2fc*U i-if»»<o&iiig#4f 
-*j«fcVi— f^)CRCi. H7tttfla-r4fc«>fc:fiJI 

lzm-&7r4!l- T7*XX"\±. JL-lfli. <Rff4fc 

^(;#t;7^-fe^-mtt'J:<. *4v^iayea-^i*j 

i**. K710. 2lzm-&T?-tXXU. i-if 

I). 

[0028] i~«W»Hl 4 *fHtt$« t . H5 4 
■CSrf «fc 3 i— if*AWfkS^vvRJB-CH7 1 
OC&fiStU. H710(4, 3--1r% 1 Z%mhb, 

m<*v*-i;<?)imizm^&tzMz. 
m^mmmxwm^-m^i^m^^x\ 

[0029] 4ai^-lW*#C{i, 2oc7)S™cOHf^- 
^f-. W*>. r^mj ^- (|tfc:Tttt<5>*ift4fcWC 
SWfc:ff«r§#LT^*vO feiV r ?if^ (7'5^ 

- i^'Sr B £ i t S . B #C1 C0> -y-fe— 
VZtmt h Z b h . Mft&4> , !KR(^l»rB 
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fc. B14. Bf^fttB<^R!fdf-*fflV^T, ft^LXv 

-fcJHWCX v*-^'£igsrf 4i 4fr\ ftT' 

fc£*l£fr3 4. fl#fir4u B<7)&$§*-J4 

fl!K0#fct>fl4>*iT^4a»<S>'Cfc4. L»'oT< 
4MB*-llt^Jr*0 r i£*ri6] j IKbackward 
form) 5rffl^T^'/^-^SrjMfi-ri»fc, 3f£T 
ttfc^*£fc*4. 

[0030] *»^<0BB^>Stit«!Bli. &HB*-8t^ 

-fti&<r>zmmmmzm^h . «si4*$j:t/HTio 

4 -It 14. *3MH«o»»l4*i r H5£j ^BBfeil^tf 
-f 4 £ i: li3SJBWT*v\ 1 4 £ 

^$n(H3^3 6) . «aE^iiA*-^ •xy^r 

y^£&T*illlgtm$f^^fc&4 J: o fc. rnt 

1*4. &F710J4. SKKTa^fcttJBSfU* 
*fc£^-iB**-*t*$&£*-4. i^idtf 

C*i4><0^-*flSt-4if:tt'C#4V^ 
[ 0 0 3 1 3 «H» 1 4 *»6i-1f45Sr««r4 . 7? 
•fe*$*U 3 i: LTU4 F7 1 0(4. &FH-iMflf-tf> 

9 yy^mm. u * 5 8 r^-r «t a c bi^^t 
fcc^4»*-fc«»fcaHr$-4. <wc, »»i4uu 

RCfcffl/c. 2U^k^«#fl:SfTd. tits 
1 4 ^^Bf-t-fLa ^ -y ? 3 4 # F T^P^f- £ffl v 
CRC£Bfr^fW-4. #WlfcBf^ffcCRCfc*t 

SBf^-fbcRctih'rio^^^, nssk^BH^r— 
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